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Executive Summary

This report outlines a comprehensive IT infrastructure proposal for the new StarTech
Business College (STBC) campus located in the Sydney CBD. The project's objective is to
design and implement a fully functional, secure, and scalable technology environment to
support administrative staff, teachers, and up to 60 students. The proposed solution includes a
robust on-premises server, a structured network, modern end-user computing devices, and a
cloud-based productivity suite with Microsoft 365.

The plan details all required hardware, software, and services, with a complete cost analysis.
The total initial investment is estimated at $160,995.72 AUD, which includes a 10%
contingency. The ongoing monthly operational cost is projected to be approximately $570.00
AUD. This proposal provides a turnkey solution that aligns with STBC's immediate
operational needs and future growth potential.

1. Project Scope and Objective

The primary objective is to establish a complete IT infrastructure for STBC's new campus.
The college has two classrooms, a reception area, an admin office, and a teacher's room. The
scope of this project includes:

I'T Infrastructure Plan: Researching, selecting, and costing all necessary hardware,
software, and services.

Network Design: Planning the physical and logical network, including cabling, server
placement, and wireless coverage.

Server Configuration: Setting up an on-premises domain controller with Active Directory,
including OUs, security groups, user accounts, and shared folders as per the provided
specifications.

Microsoft 365 Setup: Configuring M365 for user accounts, shared mailboxes, distribution
groups, and implementing Multi-Factor Authentication (MFA).

User Provisioning: Creating accounts for all specified staff members and preparing for
future student accounts.

Financial Summary: Providing a detailed cost breakdown, including initial setup fees,
consultation fees, and ongoing monthly costs.

2. Plan of Products, Services, and Cost
Details



A detailed breakdown of all required products and services has been compiled. The following
table summarizes the estimated costs, including supplier links for each hardware item. All
prices are in Australian Dollars (AUD) and are based on market research conducted in

November 2025. Please note that prices and availability are subject to change.

Category

Server
Infrastructure

Networking

End-User
Computing

Peripherals

Provider/Brand

HPE

Microsoft

StarTech / 4Cabling

APC / Scorptec

Aussie Broadband

Cisco / Amazon AU

Ubiquiti / 4Cabling

Ubiquiti / Mwave

Local Installer

Dell

Lenovo

Dell / Amazon AU

Brother/Officeworks

Brother/Officeworks

Evolis/Officeworks

Item/Model

ProLiant MI.350 Gen11
Server

Windows Server 2022
Standard (16-core)

22U Server Rack Cabinet

Smart-UPS 1500VA

Business NBN 100/40
Plan (Annual)

RV340 Router/Firewall

UniFi Switch 48 PoE

U6+ WiFi Access Points

Professional Cabling &
Patch Panel

Staff Desktops (OptiPlex)

Classroom Desktops

(ThinkCentre)

24" Business Monitors

(P2425)

B&W Laser Printers (HL-

L2460DW)

Color Multifunction

Printer (MFC-
L3780CDW)

ID Card Printer (Zenius)

Qty

60

70

5

Est. Unit
Cost

$8,500.00

$1,500.00

$600.00

$950.00

$1,440.00

$750.00

$1,250.00

$250.00

$8,000.00

$1,400.00

$1,200.00

$380.00

$280.00

$650.00

$2,000.00

Total
Cost

$8,500.00

$1,500.00

$600.00

$950.00

$1,440.00

$750.00

$2,500.00

$750.00

$8,000.00

$11,200.00

$72,000.00

$26,600.00

$1,400.00

$650.00

$2,000.00


https://buy.hpe.com/au/en/compute/tower-servers/proliant-ml300-servers/proliant-ml350-server/hpe-proliant-ml350-gen11/p/1014696172
https://buy.hpe.com/au/en/compute/tower-servers/proliant-ml300-servers/proliant-ml350-server/hpe-proliant-ml350-gen11/p/1014696172
https://www.microsoft.com/en-au/d/windows-server-2022-standard-cal/dg7gmgf0d6m5
https://www.microsoft.com/en-au/d/windows-server-2022-standard-cal/dg7gmgf0d6m5
https://www.4cabling.com.au/server-racks-network-cabinets/half-height-floor-server-racks/22ru-server-rack.html
https://www.scorptec.com.au/product/ups/ups/78329-smt1500ic
https://www.aussiebroadband.com.au/business/internet/nbn-plans/
https://www.aussiebroadband.com.au/business/internet/nbn-plans/
https://www.amazon.com.au/Cisco-RV340-K9-NA-Dual-Gigabit-Router/dp/B06Y1FFX53
https://www.4cabling.com.au/ubiquiti-unifi-usw-48-poe-gen2-unifi-48-port-gigabit-switch-with-32-poe-and-4-sfp.html
https://www.mwave.com.au/product/ubiquiti-networks-u6-plus-unifi-poe-compact-wifi-6-access-point-ac67174
https://www.dell.com/en-au/shop/wyse-endpoints-and-software/optiplex-3000-thin-client/spd/optiplex-3000-thin-client/ao3000tc_vp?redirectto=SOC&configurationid=d3805a81-8857-438a-878b-335ba0d6482c
https://www.lenovo.com/au/en/p/desktops/thinkcentre/m-series-sff/lenovo-thinkcentre-m70s-gen-6-sff-intel/len102c0067
https://www.lenovo.com/au/en/p/desktops/thinkcentre/m-series-sff/lenovo-thinkcentre-m70s-gen-6-sff-intel/len102c0067
https://www.amazon.com.au/P2422H-Monitor-Ultrathin-DisplayPort-Adjustable/dp/B096JVGP6S
https://www.amazon.com.au/P2422H-Monitor-Ultrathin-DisplayPort-Adjustable/dp/B096JVGP6S
https://www.officeworks.com.au/shop/officeworks/p/brother-hl-l2460dw-mono-laser-printer-brl2460dw
https://www.officeworks.com.au/shop/officeworks/p/brother-hl-l2460dw-mono-laser-printer-brl2460dw
https://www.officeworks.com.au/shop/officeworks/p/brother-mfc-l3760cdw-multifunction-colour-laser-printer-brl3760cdw
https://www.officeworks.com.au/shop/officeworks/p/brother-mfc-l3760cdw-multifunction-colour-laser-printer-brl3760cdw
https://www.officeworks.com.au/shop/officeworks/p/brother-mfc-l3760cdw-multifunction-colour-laser-printer-brl3760cdw
https://www.officeworks.com.au/shop/officeworks/p/evolis-zenius-id-card-printer-kit-zeidcardpr

Category Provider/Brand Item/Model Qty gits'tUnit gzt;tll
Logitech C920 Webcam 1 $120.00 $120.00
Yealink / Telrex VoIP Phones (T31P) 8 $100.00 $800.00
Hikvision %TV System.(6-camera 4 g1 90000 $1,200.00

i‘;gi‘;:igeg& Microsoft g;irgjf;t( i‘?}i fa‘i)smess 8 $224.40 $1,795.20

Services & Fees  VoIP Provider zj/grll?igsjrt:goil 1 $500.00 $500.00
Mizanur Rahman Consultation Fee 1 $5,000.00 $5,000.00

Subtotal $146,405.20

:31(())1:/T)i)ngency $14,590.52

Total Initial
Cost

$160,995.72

Monthly Ongoing Costs

Service Estimated Monthly Cost

Internet (NBN 100/40) $120.00
Microsoft 365 Licensing $149.60
VoIP Phone Service $200.00 (8 users)
Cloud Backup Solution $100.00
Total Monthly Cost $569.60



https://www.logitech.com/en-au/shop/p/c920-pro-hd-webcam.960-000770?sp=2&searchclick=Logitech
https://www.telrex.com.au/yealink-sip-t31p-2-line-ip-phone
https://www.securitywholesalers.com.au/product/dahua-6mp-8ch-cctv-kit-6x-smart-dual-light-turret-cameras-with-smd-4-0-mic-8ch-poe-nvr-dh-ipc-hdw3667em-s-il-anz-dhi-nvr4108hs-8p-ai-anz/
https://www.securitywholesalers.com.au/product/dahua-6mp-8ch-cctv-kit-6x-smart-dual-light-turret-cameras-with-smd-4-0-mic-8ch-poe-nvr-dh-ipc-hdw3667em-s-il-anz-dhi-nvr4108hs-8p-ai-anz/
https://www.microsoft.com/en-au/microsoft-365/business/compare-all-microsoft-365-business-products
https://www.microsoft.com/en-au/microsoft-365/business/compare-all-microsoft-365-business-products

3. Network Documentation

Logical Network Topology

The proposed network for STBC is based on an extended star topology. This model features a
central core switch that connects to the main server, router, and other key devices. A
secondary access switch is used to connect the high density of computers in the classrooms,
preventing traffic bottlenecks and simplifying management.

This design provides an excellent balance of performance, scalability, and resilience. It
allows for easy troubleshooting and expansion as the college grows.

Internet (NBN

Cisco RV340
Firewall
Router
Core Switch
L AN AN

100/40)
(Ubiquiti 48 PoE)

= i

CCTVNVR (6
Cameras)

Server: STBC- Access Switch

DCO1 (AD, DN...

T VelP Phones (8x)
Printers (Mono

R tion PC

eception x5, Colour x1)

Classroom PCs
Marketing PC (Room 1-30)

Director PC

Accountant PC Teachers PCs (2) Admin PCs (2)

(Classrooms)

Wi-Fi AP #2 Wi-Fi AP #3
(Classroom A) (Classroom B)

Classroom PCs
(Room 2 - 30)

~

Wi-Fi AP #1
(Reception)

Network Design Summary

Server Placement: The main server (STBC-DCO01), core network switch, router, and NVR
for CCTV will be housed in a secure 22U server rack located in the Admin Office.

Cabling: A professional contractor will install structured Ethernet (Cat6a) cabling from the
server rack to wall-mounted data ports in all required locations: Reception, Admin, Teachers'
Room, Marketing, Accountant, Director's office, and both classrooms. This includes drops
for all PCs, printers, phones, and Wi-Fi Access Points.



Wi-Fi Access Points: Three Ubiquiti U6+ access points will be strategically placed to
provide full wireless coverage: one in the reception area, and one in each of the two
classrooms.

CCTV: The 6-camera CCTV system will be connected to a Network Video Recorder (NVR)
in the server rack, providing centralized security monitoring.

4. Server and Microsoft 365
Configuration

Server Configuration Overview

The on-premises server will be configured as a Domain Controller with the following
specifications:

Domain Name: STBC.LOCAL
Server Name: STBC-DCO01
Active Directory Structure:
Main OU: STBC

-F Mew Object - Organizational Unit >
4 -
= b d Create in:  mizanur local/
g - Type Description
] builtinDamain
¥ Name: Container Default container for up...
|5TBC| . Organizational... Default container for do...
. Container Default container for sec..

Protect container from accidental deletion
e infrastructurel...

Container Default container for ke...
. lostAndFound Default container for or...
Organizational...
. Container Default container for ma...
. Organizational...

msD5-QuetaC... CQuota specifications co..

g Container Default location for stor...
Container Builtin system settings
Container Default container for up...

Cancel Help msTPM-Infor...

Departmental OUs: An Organizational Unit will be created for each department: Reception,
Admin, Teachers, Marketing, Accountant, Director, and Students.



MNew Object - Organizational Unit x

-~ Createin:  mizanurlocal /STBC oogie2
Type Description

¢ o ol e | o T

MName:
|Heception|

Protect container from accidental deletion

| Cancdl | [ Hep

j Active Directory Users and Computers
File Action View Help

& | fFE B XEc B T aEaTa%

] Active Directory Users and Computers [DC-01.mizanur.local] Mame Type Description
# ;| Salved oo iiReception Organizational...
v A erzan%JrjlocaI [2] Admin Organizational...
5 || Builtin o il
o 2| Teachers Organizational...
; _I ok s [2] Marketing Organizational...
» 2| Domain Controllers e T
» [] ForeignSecurityPrincipals __:HAccountant Organizational...
5 [5] M85 :I_I Director Organizational...
» ] Managed Service Accounts |2 Students Organizaticnal...
» 2] Morth Starthfield
w (3] STBC
2| Reception
2] Admin
2| Teachers
(3] Marketing
2| Accountant
2] Directar
2] Students
» [ Users

Security Groups: Each OU will have a corresponding security group (e.g., Reception-Grp,
Admin-Grp) to manage permissions.



] Active Directory Users and Computers
File Action View Help

o 2F B B HRE|PRETESR

] Active Directory Users and Computers [DC-01.mizanur.local] MName
3 J Saved Queries %Admin—ﬁrp
v 3 mizanur.local
» [ ] Builtin
» [ Computers
5 |2 Domain Controllers
» || ForeignSecurityPrincipals
» [E M365
» [] Managed Service Accounts
5 |2 Morth Starthfield
w (2] STBC
2| Reception
= | Admin
2| Teachers
(2] Marketing
2| Accountant
2] Director
2| Students
> [ Users

ncipals “

Ratan Khan Properties

‘ccounts

Remaote control Remote Desktop Services Profile
General Address Account Profile Telephones
Member Cf Dialn Environment

Member of :

Type
Security Group...

rd

s

COM+
COrganization
Sessions

Mame Active Directory Domain Services Folder

Accountant-Grp mizanur.local /S TBC/Accountant
Admin-Gp mizanur local /S TBC /Admin
DirectorGp mizanur local /S TBC/Directar
Domain Lszers mizanur local /Users
MarketingGm mizanurlocal /STBC/Marketing
Reception-Gmp mizanur local /S TBC /Reception

Students-Gp mizanur local /STBC/Students
Teachers-Gmp mizanur local /S TBC/Teachers
Add... hemuve
Primary group: Domain Users

Set Primary Group

applications.

oK Cancel | | Apply

There is no need to change Primany group unless
you have Macintosh clients or POSIXcompliant

Help

Description



Folder Sharing: Departmental folders will be created on the server's data drive (e.g.,
C:\STBC_DATA\Reception). Each folder will be shared, and Read/Write permissions will be
assigned to the corresponding departmental security group. The Director-Grp will have full
access to all departmental folders.

| & @ = | smBc
Home Share View
« v » ThisPC » Local Disk (C:) » STBC DATA » STBC » v O Search STBC
-
MName Date modified Type Size
s Quick access
Accountant 3/11/2025 5:47 PM File folder
[ Desktop »*
Admin 311/, 46 PM File folder
!’ Pownioads 12 Director 3/11/20255:47PM  File folder
|5/ Documents Marketing 3711/ PM  File folder
=] Pictures # Reception 311/ PM  File folder
Company Data Students 3/11/2025 5:48 PM File folder
System32 Teachers 3/11/20255:46 PM  File folder
[ This PC
8 3D Objects
[ Desktop
E] Documents
* Downloads
D Music
| Pictures
m Videos
“in Local Disk (C)
x
Accountan
% Admin 2 Metwork access
a Director
* < i
Marketing Choose people on your network to share with
b g Reception
Students Type a name and then click Add, or click the arrow te find someone,
Teachers
| v Add
Name Permission Level
{82 Admin-Grp Read/Write +
2 Administrator Read/ Write +
82 Administrators Chwiner
52 Director-Grp Read/Write =
I'm having trouble sharing
GShare Cancel

Verify User Login and Shared Folder Access

Purpose: Confirm that domain users can successfully log in and access their assigned
departmental resources.

What was done:

*Logged into the domain-joined client PC using a staff member's credentials (e.g.,
STBC\Rina.S)



*Navigated to the departmental shared folder using the UNC path (e.g., \STBC-
DCO1\Reception)
*Verified read/write access to the folder

@ Type the name of a program, folder, document or
Internet resource, and Windows will open it for you.

\Dc-01\STBC DATA\STBC\Reception

Cancel Browse...

_ Reception X o

= = P C J » - STBCDATA > STBC > Reception Search Reception

I ® New - N Sort v = View ~ aee (I Details

i ,\‘ Lioras Name Date modified Type Sizy

E] Gallery This folder is empty.

> @b OneDrive

TTETT

a @l Desktop
- Downloads
= Documents
a E Pictures

0 Music

i3 videos

* % % B B »

I~

Id

> [l This PC

>\l Network

0 items E [

af



file://STBC-DC01/Reception
file://STBC-DC01/Reception

Verify Access Control - Attempt to Access Other
Departmental Folders

Purpose: Confirm that users are restricted to their own departmental resources and cannot
access folders belonging to other departments.

What was tested:

While logged in as a reception user (e.g., Rina Smith)

Attempted to access the Admin folder: \DC-01\STBC DATA\STBC\Admin

Result: Access Denied

Outcome: This confirms that security group permissions are working correctly - users can
only access their assigned departmental folders, ensuring data privacy and security.

- Wy A T oobld TSR SWw LI WSRAl LT

=/ Run X

@ Type the name of a program, folder, document or

. . ] mil
Internet resource, and Windows will open it for you.

Open: ‘ WDc-01\STBC DATA\STBC\Admin| v
‘ OK ‘ Cancel Browse... |
idc
Name * _Date modified Type
Network Error X

Windows cannot access \\Dc-01\STBC

Check the spelling of the name. Otherwise, there might be a problem with
your network. To try to identify and resolve network problems, click
Diagnose.

v See details Diagnose Cancel

» % »


file://DC-01/STBC

Configure Group Policy for Password and Account
Lockout

Purpose: Enhance security by enforcing strong password requirements and protecting against
brute-force attacks.
=[ Group Policy Management Editor - O X

File Action View Help
e EXE HD

« & Computer Cenfiguration ~ || Palicy Policy Setting
v p.?h;‘ef:w 5 /4| Enforce password history 24 passwords remembered
2 g “? dare ::::‘g; 14 Maximum password age 20 days
i -ﬁmNow; R ”:g: Poli e Minimum password age 1 days
» ame Reselution Policy L
2] Scripts (Startup/Shutdown) QHA M!mmum password length . 8 chararT‘tErs
» 0 Deployed Printers [z Minimum password length audit Not Defined
52 i Security Settings [ Password must meet complexity requirements Enabled

v 5 Account Policies i Store passwords using reversible encryption Disabled

> _;é Password Policy
> ffé Account Lockout Policy
> ;ﬂ Kerberos Policy
> 4 Local Palicies
> _gi Event Log
» |8 Restricted Groups
» [ System Services
» g Registry
>[4 File System
¥ ‘:&r Wired Network (IEEE 802.3) Policies
» ] Windows Defender Firewall with Advanced Security
[ Network List Manager Policies
¥ ;@' Wireless Metwork (IEEE 802.11) Policies
| Public Key Palicies

Rina Smith

Unable to update the: vord. The valu en W not meet the
Tengthies e

What was done:

Configured Password Policy via Group Policy
Management:

*Minimum password length: 8 characters
*Password complexity: Enabled

*Maximum password age: 20 days

*Password history: 24 passwords remembered



Configured Account Lockout Policy:

*Lockout threshold: 3 invalid attempts
eLockout duration: 10 minutes
*Reset counter after 10 minutes

Outcome: All domain users must create strong passwords and accounts are automatically
locked after 3 failed login attempts, preventing unauthorized access.

E’J’ Group Policy Management Editor B B :
File Action View Help

el | EIXE = HE

~ i Computer Configuration ~ || Policy Policy Setting
v & p.D“UES 14| Account lockout duration 10 minutes
bl fo.:n’:nws ;ett\r:gs. Poli [2y] Allow Administrator account lockout Enabled
" Name Revoltion Mok 12| Reset account lockout counter after 10 minutes

|2 Seripts (Startup/Shutdown)
= Deployed Printers
~ Ty Security Settings
~ 33 Account Palicies
EE[ Password Policy
;E[ Account Lockout Policy
3 Kerberos Policy
& Local Policies
.ﬂ:ﬁ Event Log
4 Restricted Groups
4, System Services
4 Registry
4 File System
i.j Wired Network (IEEE 802.3) Policies
| Windows Defender Firewall with Advanced Security
| Network List Manager Policies
;'&u‘ Wireless Network (IEEE 802.11) Policies
| Public Key Policies
| Software Restriction Policies

Rina Smith

The referenced account is currently locked out and may not be logged on to.

Microsoft 365 Setup Summary

Domain: A public domain name (e.g., stbc.edu.au) will be registered and linked to the M365
tenant.
User Onboarding: All staff members will be created as users in M365.



Active users > Add multiple users

@ Basics

O Licenses

O Finish

A, Add a user User templates

Filter set: Commonly used ~~

Display name 1

Amit Sharma

Karan Patel

Mehak Singh

Mizanur Rahman

Mohan Jung

Rabin Williams

Ratan Khan

Rina Smith

0o 0000 ooooo

Ruby Rana

oA Add multiple users & Multi-factor authentication 2, Delete a user

Licenses

Add list of users

Enter up to 249 users. All users are given temporary passwords.

~+ Addrow — Remove row

First name Last name Username Domain
| Rina | | Smith ‘ ‘ Rina.5Sm | @ | thinkbrainy.blog o |
| First name | | Last name ‘ ‘ Username | @ | thinkbrainy.blog ~ |
| First name | | Last name ‘ ‘ Username | @ | thinkbrainy.blog ~ |
| First name | | Last name ‘ ‘ Username | @ | thinkbrainy.blog o |
| First name | | Last name ‘ ‘ Username | @ | thinkbrainy.blog o |

D I'd like to upload a CSV with user information

Sign-in status Domain

Username

Amit.5@thinkbrainy.blog

Karan.P@thinkbrainy.blog

Mehak S@thinkbrainy.blog

Location

MizanurRahman@ThinkBrainy.onmicrosoft.com

MohanJ@thinkbrainy.blog

Rabin.W&thinkbrainy.blog

Ratan.K@thinkbrainy.blog

Rina:S @thinkbrainy.blog

Ruby.R@thinkbrainy.blog

Licenses

Microsoft 365 Business Premium

Microsoft 365 Business Premium

Microsoft 265 Business Premium

Microsoft 365 Business Premium
Business Premium (no Teams)

Microsoft 365 Business Premium

Microsoft 365 Business Premium

Microsoft 365 Business Premium

Microsoft 265 Business Premium

Microsoft 365 Business Premium

() Refrash € Reset password

O Search active us

[ Choose columns

. Microsoft 365

Shared Mailboxes: Shared mailboxes will be created for Admin (Mehak/Rabin) and

Teachers (Amit/Karan).

Outlook Setup: Outlook will be configured on each user's machine, with access to their
primary mailbox and any relevant shared mailboxes.



@
=
&
o
8
v
&
L
n

Shared mailbox members

@ saved.
+ Add members

O  oispiayname

O Amit Sharma
AmitS@thinkbrainy.blog

O Karan Patel
KaranP@thinkbrainy.biog

O Ratan Khan
Ratan.X@thinkbrainy.biog

a9 s P search . n — o

File Home Send/Receive View Help Try the new Outlook (@ of

[ Newtmail ~ [i] - B B~ © € = | & Unead/Read B8~ M~ | |searchpeople |

(i) AUTOMATIC REPLIES Automatic Replies are being sent for this account. | Tum off |

<

~ Favorites Focused = Other ByDatev T Introduction and Inquiry Regarding Collaboration Opportunities

Inbox v Today p .
L S Rabin Williams S

Rabin Williams To Admin-SM 9:14PM
Drafts Introduction and Inquiry Re... 9:14PM

Dear Admin team, | hape this
IR Dear Admin team,
T Currently displaying all messages newer than 12

months.

| hope this message finds you well.

:j:::e:ld“ My name is Rabin Williams, and | serve as the Administrative Assistant at StarTech Business
College. I'm reaching out to introduce myself and explore potential opportunities for collabo-
> Groups ration between our institutions.
We are particularly interested in initiatives that support student development, industry
S engagement, and academic ir ion. If your ¢ ization is open to discussing possible
partnerships or joint programs,  would be delighted to arrange a meeting at your convenience.
e E Please feel free to contact me directly at rabin.w@stbc.com or via phone at 12636252. | look
Drafts forward to hearing from you.
Sent Items Warm regards,
Deleted Items
e Rabin Williams
Junk Email i £ § e
Administrative Assistant, StarTech Business College
Outbox 0412636252 | rabinw@stbc.com

AN falidann non s wn Anen Fananmad [V Aimnocnsts Banitan L] m S

L

Distribution Groups: Distribution groups will be configured for All Staff and Students.



Home » Groups > Add agroup

Group type

Basics

Owners

Members

Settings

Finish

OC—e—0—0—0—0

Groups

Microsoft 365 Distribution list Dynamic distribution list

R, Addagroup i Export () Refresh gfi Change group type

Edit settings

Distribution group

Sends email to all members of the list.

Group email address * Domains

marketing | @‘ thinkbrainy.blog ~

Communication

Allow people outside of my organization to send email to this Distribution group

Joining the group

@ Open

Anyone can join this group without owner approval.

(O Closed

Only group owners can add members. All requests to join will be automatically declined.

O Owner approval
Anyone can request to join this group and owners must approve the request.

Leaving the group

@ Open

Anyone can leave this group without group owner approval.
() Closed
Only group owners can remove members. All requests to leave will be automatically declined.
(D) After the group is created, you'll be able to edit settings to specify if external senders can email the group and whether X

Members

@) Saved.

Mail-enabled security

Cancel

-+ Add members O Search members list

£ Edit name and description (@ Edit email adf

()  Display name
Group name 1 Syncstatus  Created of

0] @ Rabin Williams
Accountant-DL accountant@thinkbrainy blog N cmbll Rabin W@thinkbrainy blog

oM
0 Ratan Khan
() pemn admin@thinkbrainy blog a Ratan K@ thinkbrainy biog
) & ) Mehak Singh

RirectorOL @ Mehak S@thinkbrainyblog

marketin

Marketing-DL

Reception-DL

Students-DL

Teachers-DL

inkbrainy.blog =3

reception@thinkbr:

students@thinkbrainy.blog a3

teachers@thinl

MFA Configuration: Multi-Factor Authentication will be enforced for all staff accounts to

enhance security.



admin center £ Search resources, services, and docs (G+/)

Home >
A Home : P 5
Per-user multifactor authentication
& Agents
E Bulk update &7 Got feedback?
* Favorites W
Users  Service settings
% EntralD o
Use multifactor authentication (MFA) to protect your users and data. Our recommended approach to enforce MFA is to use adaptive Conditional Access policies. Learn more 3
@ overview
Befare you begin, take a look at the multifactor authentication deployment guide. &
Q Users.
' Groups
P search Status : All View : Sign-in allowed users " Reset filters
I Devices
B Enterprise apps [] wamen UPN Status
B App registrations D Amit Sharma Amit.5@thinkbrainy.blog enforced
Sg  Roles & admins D Karan Patel Karan.p@thinkbrainy.blog enforced
& D Mehak Singh Mehak S@thinkbrainy.blog enforced
€& Delegated admin partners
D Mizanur Rahman MizanurRahman@ThinkBrainy.onmicrosoft.com enforced
B  Domain services
D Mohan Jung Mohan.J@thinkbrainy.blog enforced
{3 Conditional Access D Rabin williams Rabin.w@thinkbrainy.blog enforced
@  Multifactor authentication Ratan Khan Ratan.K@thinkbrainy.blos enforced
y-blog
Q Identity Secure Score D Rina Smith Rina.S@thinkbrainy.blog enforced
D Ruby Rana Ruby.R@thinkbrainy.blog enforced
4§ Authentication methods
& Password reset



o= Microsoft

rabin.w@thinkbrainy.blog

Approve sign in request

@ Open your Authenticator app and approve the
request. Enter the number if prompted.

7

Didn't receive a sign-in request? Swipe down to
refresh the content in your app.

| can't use my Microsoft Authenticator app right now

More information

Installing office apps: Log in as Rabin Williams and install office apps

Settings | Email account Email account

Q Search settings Shared with me

] e o Rabin.W@thinkbrainy.blog

i < Account Microsoft 365

Signatures
€3 General
Categories

& Email
Calendar

Mobile devices

Storage
&2 People

@ Copilot




B® Microsoft

Please stay online while Microsoft
365 and Office downloads

We'll be done in just a moment.

Setup Signature, Email Forwarding, and Out of Office:

Joined as Rabin Williams and setup his outlook where signature, Email Forwarding, and Out
of Office configured.



Settings Email account S Ig natures

Q Search settings Shared with me S e e ey

Automatic replies Create and edit signatures

| & Account

| Signatures <+ New signature

83 General

Categories Rabin Williams
& Email

Mobile devices
F Calendar Rabin Williams

Storage
&2 People Administrative Assistant, StarTech Business College
@ Copilot 0412636252 | rabin.w@stbc.com

+ o v ©
Mg A NNB I U2 AE=E = » =

Settings Templates Forwarding X

Smart suggestions
Q Search settings 99

Attachments You can forward your email to another account.
& Account

Rules o Enable forwarding
€3 General Conditional formatting :

Forward my email to:
| &% Email - = .

Sweep admin@thinkbrainy.blog
@ Calendar :

Junk email Keep a copy of forwarded messages
&8 People .

Quick steps
& cCopilot

Customise actions
Sync email
Message handling
| Forwarding
Retention policies

S/MIME

Groups Discard




Settings Email account Automatic replies X
Q Search settings Shared with me -
| Automatic replies Send automatic replies inside your organisation
| < Account
& Cu Signatures S M AN B I UL A.EIE % n === @
enera
Categories
& Email xXox, e ] T 9 o B A
Mobile devices
Calendar a
23 People AT Thank you for your email. I'm currently out of the office and will return on 5th November. During this |
=t a FIY .
time, I will have limited access to email.
@& Copilot
If your matter is urgent, please contact admin@stbc.com Otherwise, I'll respond as soon as .
S e o
v end replies outside your organisation
B Ssend repl tside y ganisat
] sen replies only to contacts
[ send repl ly
g A A B 7 U 2 A = = eE E 9 == O=E E @
@ o9 s P Search @ o - o
= File Home Send /Receive View Help Try the new Outlook @ o
G B3 Newkmail ~ il - B B~ € € = [ Unead/Read B8~ [~ | |searchPeople g Y- 5 B & .
]
@ AUTOMATIC REPLIES Automatic Replies are being sent for this account. | Tum off
2 <
~ Favorites Focused ~ Other By Date ~ 1 Introduction and Inquiry Regarding Collaboration Opportunities
RQ Inbox v Today e Sle[-][
Sont fans B Rabin Williams <
Rabin Williams To Admin-SM 9:14 PM
v Drafts Introduction and Inquiry Re... 9:14PM
s Dear Admin team, | hope this
6% Dear Admin team,
Outbox Currently displaying all messages newer than 12
RSS Feeds Pt | hope this message finds you well.
L] S My name is Rabin Williams, and | serve as the Administrative Assistant at StarTech Business
= College. I'm reaching out to introduce myself and explore potential opportunities for collabo-
n > Groups ration between our institutions.
We are particularly interested in initiatives that support student development, industry
A niSM engagement, and academic innovation. If your organization is open to discussing possible
kel partnerships or joint programs, I would be delighted to arrange a meeting at your convenience.
Inbox i Please feel free to contact me directly at rabin w@
Drafts forward to hearing from you.
Sent Items Warm regards,

Deleted Items
Archive

Junk Email
Outbox

Rabin Williams

Administrative Assistant, StarTech Business College
0412636252 | rabin.w@stbc.com

Al L

5. Usernames and Passwords

The following table lists the initial

user accounts and a standardized temporary password. All

users will be required to change their password upon their first login to ensure account

security.
Department Staff/User
Reception Rina Smith
Admin Mehak Singh

Username Initial Password

Rina.S Sydney123

Mehak.S Sydney123



Department Staff/User Username Initial Password

Admin Rabin Williams Rabin.W Sydney123
:l;achers Amit Sharma Amit.S Sydney123
;;achers Karan Patel Karan.P Sydney123
;arketing Mohan Jung Mohan.J Sydney123
;_ccountant Ruby Rana Ruby.R Sydney123
;rector Ratan Khan Ratan.K Sydney123

6. Additional Recommendations

Backup Solution: A robust 3-2-1 backup strategy is highly recommended. This involves
having 3 copies of your data, on 2 different media types, with 1 copy stored off-site. We
recommend a cloud backup solution (e.g., Backblaze B2, Azure Backup) for the off-site
copy, with a monthly budget of approximately $100.



Cybersecurity Measures: Beyond the firewall and MFA, STBC should invest in a reputable
endpoint security solution (e.g., SentinelOne, CrowdStrike) for all desktops. Regular security
awareness training for staff is also crucial.

Maintenance Costs: A budget for ongoing maintenance, ad-hoc support, and future
hardware replacement should be considered. A standard practice is to budget 15-20% of the
initial hardware cost annually.

7. Financial and Presentation Summary

Financial Summary

Total Initial Investment: $160,995.72 AUD (includes hardware, software, setup,
consultation, and 10% contingency).

Consultation Fee: $5,000.00 AUD (included in total).

Total Monthly Ongoing Costs: $569.60 AUD (Internet, M365, VoIP, Cloud Backup).

Conclusion:

The proposed IT infrastructure for StarTech Business College (STBC) delivers a complete,
secure, and scalable technology environment designed to meet both current operational needs
and future growth.

With an initial investment of $160,995.72 AUD and ongoing monthly costs of $569.60 AUD,
the solution provides a modern server system, structured network architecture, reliable end-
user devices, and a fully integrated Microsoft 365 ecosystem.

This plan ensures seamless daily operations, enhanced security through strong access controls
and MFA, and improved productivity for staff and students. The recommended infrastructure
positions STBC to operate efficiently from day one while maintaining the flexibility to
expand as the college grows.




